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LONGTITLE
General Description:
Thisbill requires the State Board of Education (state board) to create a statewide digital privacy

agreement and creates certain requirements and accountability procedures regarding a student's use of

software in a public school.
Highlighted Provisions:
Thisbill:
> definesterms;
> requires the { State-Board-of Education} state board to:
» create a statewide digital privacy agreement for educational software;
« ensurethat al educational software used in a public school is executed under the statewide
digital privacy agreement and academically effective;
. : :

« create aprocess for avendor to certify that the vendor's software is academically effective;

e monitor compliance with certain requirements;

o createalist of approved software;
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o verify software as academically effective;

« {enforce compliance with thereg

 create aprocess for a parent to submit a complaint; and
 create rules to implement the requirements of this section;
creates exceptions for the statewide digital privacy agreement;
requires alocal education agency (LEA), the Utah Education and Telehealth Network, and the

{ State Board-of Education} state board to:

>

>

» execute the statewide digital privacy agreement for all educational software contracts; and
« verify certain software is academically effective;
requires the use of adigital privacy agreement for administrative software;
allows a vendor to offer educational software to a contracting entity on a provisional basis;
requires an LEA to notify parents of al software a public school uses during the school year;
requires the state board to consult with the Office of the Attorney General; and
requiresa vendor to:
{ requiresavendorto} execute the statewide digital privacy agreement for all educational

software contracts with a contracting entity{-} ; and

« verify all educational softwareisacademically effective.

Money Appropriated in thisBill:

None

Other Special Clauses:
This bill provides a special effective date.

Utah Code Sections Affected:

ENACTS:
53G-7-1401 , Utah Code Annotated 1953
53G-7-1402 , Utah Code Annotated 1953
53G-7-1403, Utah Code Annotated 1953
53G-7-1404 , Utah Code Annotated 1953
53G-7-1405 , Utah Code Annotated 1953
53G-7-1406 , Utah Code Annotated 1953
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Be it enacted by the Legislature of the state of Utah:
Section 1. Section 1 is enacted to read:
53G-7-1401. General provisions -- Definitions.
14. Software Policy
Asused in this part:
(1) "Academic progress’ means advancement toward mastery of state academic standards through

practice, application, feedback, or demonstration of knowledge or skill.
(2) "Academically effective’ means software that:
(a) isdesigned to provide support, or enable student active learning, skill development, or academic

progress in the intended subject area;
(b) where applicable, aligns with the public education core standards described in Section 53E-4-202;
(c) does not employ design features that primarily:

(i) interfere with active learning; or

(ii) undermine teacher instructional authority; and

(d) contributesto or enables measurable academic progress or skill development when used as intended.

(3) "Activelearning” means instruction that requires a student to engage in cognitive processes

including analyzing, reasoning, practicing, or creating to understand or apply knowledge or skills.

4

(a) "Addictive design feature" means afeature or component of adigital or online product that

encourages or increases a student's frequency, time spent, or engagement with the product.

(b) "Addictive design feature” includes the following features:

(i) infinite scroll;

(i) autoplay that continues beyond the educational task or lesson;
(iii) points, badges, or other gamification rewards tied to time spent on the product rather than learning

objectives or academic progress,

(iv) persistent notifications prompting re-engagement when the product is not actively in use, unless:
(A) ateacher initiates the notification; and

(B) thenotification is directly related to assigned schoolwork;

(v) personalized recommendation systems designed to maximize time-on-platform rather than learning

outcomes; or
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(vi) engagement metrics, streaks, or social comparison features designed to create fear of missing out or

compulsive checking behavior.

(c) "Addictive design feature” does not include a

(i) recommendation of next lessons or |earning activities based on curriculum progression or mastery of
prerequisites;
(ii) notification about a teacher-assigned or course-required assignment, deadline, or teacher feedback;

or
(iii) feature that encourages active learning rather than passive consumption.

(5) "Administrative software" means software that a contracting entity uses solely for administrative,

operational, or other non-instructional functions of the contracting entity.

(6) "Clickstream data’ means dataan LEA or third-party provider collects from a student's use of an

online service, application, or device that records the student's navigation or sequence of actions.

(7) "Contracting entity" means the following entities if that entity contracts with avendor for software:

(@) anLEA;

(b) the state board; or

(c) UETN.

(8) "Digital privacy agreement” means a contract between a contracting entity and a digital provider
that:

(a) ensures compliance with Title 53E, Chapter 9, Student Privacy and Data Protection; and

(b) governs access, use, protection, retention, and disclosure of student data.
9)
(a) "Educational purpose" means a purpose directly related to:

(i) student instruction;

(ii) assessment of a student; or

(iii) school operations necessary for instruction of a student.

(b) "Educational purpose" does not include:
(i) marketing;

(ii) targeted advertising;

(iii) behaviora profiling; or

(iv) any other commercial purpose.

(10) "Educational software' means software that:
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(a) servesan educational purpose;

(b) isdesigned for student instruction, assessment, or instructional support;

(c) isexecuted under the statewide digital privacy agreement; and

(d) isverified for academic effectiveness in accordance with the requirements of this section.

(11) "Independently verified" means the characteristic of software that an impartial third party with

demonstrated expertise appropriate to the software type, whom the vendor does not own, control or

direct, and whose compensation does not depend on the eval uation outcome, evaluates for:

(a) academic effectiveness; and

(b) compliance with the requirements of this part.

(12) "Internet service provider" means the same as that term is defined in Section 76-5¢c-401.

(13) "Passive consumption" means receiving information through viewing, listening, or browsing

without requiring the student to engage in cognitive processing necessary to analyze, apply, or

create knowledge or skills.

(14) "School-issued device' means any electronic hardware device an LEA provides to a student for

educational use.

(15) "Skill development" means the acquisition or improvement of academic abilities or competencies

necessary to perform atask aligned to state academic standards, including guided practice,
modeling, or feedback.
(16)

(a) "Software" means any application, web-based service, plug-in, or other code-based product,

regardless of whether the application is free or for purchase, that:

(i) runson or is accessible from a school-issued device; { and} or

(ii) an LEA assigns, requires, { recommends;} installs, or otherwise makes available for student
use in connection with classroom instruction, including through a school-issued account or
identity{;
deviee} .

(b) "Software" includes software an individual uses during school hours in connection with school-

related purposes for:

(i) instruction;

(ii) assessment;

(iii) communication;
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(iv) collaboration; or
(v) enrichment.

(c) "Software" does not include physical, electronic hardware.

(17) "Statewide digital privacy agreement” means the digital privacy agreement the state board creates
in accordance with Section 53G-7-1402.

(18)

(a) "Student data’ means the same as that term is defined in Section 53E-9-301.

(b) "Student data" includes a student's:

(i) personal data asthat term is defined in Section 13-61-101;

(ii) metadata, device identifiers, and clickstream data;

(iii) behavioral, engagement, or usage data; and

(iv) information a software collects, generates, or infersin the course of student use.

(19) "Sub-processor" means athird-party vendor or service that a primary data processor engages to

process personal data on the processor's behalf.

(20)

(a) "Telecommunications carrier” means an entity that provides transmission, routing, or connectivity

services for digital communications, including wireless, broadband, or data transport services,

without modifying the content of communications.

(b) "Telecommunications carrier" includes an internet service provider.

(21) "Utah Education and Telehealth Network" or "UETN" means the same as that term is defined in
Section 53H-4-213.1.

(22)

(a) "Vendor" means an entity that provides software, digital tools, digital services, or related technology

to a contracting entity for student use, whether free or paid.

(b) "Vendor" does not include:

(i) atelecommunications carrier; or

(ii) aninternet service provider.

(23) "Voice-print" means adigital representation of an individual's voice that a person creates, derives,

or uses to identify or authenticate the individual.
Section 2. Section 2 is enacted to read:
53G-7-1402. Statewide digital privacy agreement -- Exceptions.
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176 (1) The state board shall create a{form-} statewide digital privacy agreement, before July 1, 2027, that:

178 (a) governs student use of educational software and digital servicesin a public school for:

180 (i) kindergarten through grade 6; and

181 (i) core standards, described in Section 53E-4-202, in grades 7 through 12;

182 (b) complieswith the requirements of Title 53E, Chapter 9, Student Privacy and Data Protection,
including:

184 (i) data minimization;

185 (ii) prohibitions on advertising or promotional content { directed-at-astudent} , including:

186 (A) advertising products or services to a student while the student is using educational software;

188 (B) alowing athird-party to advertise a product or a service to a student; and

189 (C) theinclusion of advertising or promotional content within educational software accessibleto a
student;

191 (iii) limits on secondary data use;

192 (iv) security safeguards;
193 (v) breach notifications;
194 (vi) dataretention and deletion requirements; and

195 (vii) directory information protections;
196 (c) complies with the sensitive materials requirements described in Section 53G-10-103;
197 (d) requires that educational software may not display, recommend, algorithmically generate, or provide

access to any instructional or supplemental content that constitutes:
200 (i) pornographic or indecent material as that term is defined in Section 76-5¢-208; or
201 (ii) sexual exploitation or abuse;
202 (e) prohibits addictive design features;
203 (f) prohibits a vendor from collecting, storing, or analyzing:

204 (i) biometric identifiers, except for:

205 (A) voice recognition for speech-to-text accessibility features; or

206 (B) other biometric data explicitly required for a student's IEP or Section 504 accommodation plan; and
208 (ii) behavioral or emotional signalsfor purposes of:

209 (A) psychological profiling;

210 (B) emotional manipulation;

211 (C) commercial marketing or advertising; or
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(D) any purpose other than improving educational outcomes;
(g) providesthat any data collected under Subsection (1)(f):
(i) isdisclosed in the statewide digital privacy agreement;

(ii) isthe minimum amount necessary for the educational purpose;

(iii) isnot used for commercial purposes; and

(iv) issubject to strict security safeguards;

(h) requires avendor to:

(i) useencryption for datain transit and at rest;

(ii) disclose the use of sub-processors; and

(iii) disclose to the contracting entity all data el ements collected, third-party recipients, embedded

libraries and analytics tools, device-level permissions, and artificial intelligence components and

functions;

(i) prohibits educational software from accessing a device's camera and microphone unless:

(i) necessary for an educational function; and

(ii) disclosed in the digital privacy agreement;

(j) prohibits avendor from conditioning access, features, pricing, or support on a:

(i) usage quota; or
(ii) screen-time expectation;

(k) includes atermination-for-cause provision that:

(i) requiresthe vendor to cure any violation of the digital privacy agreement within atimeline the state
board establishes;
(ii) authorizes the contracting entity to terminate the contract if the vendor fails to cure the violation of

the digital privacy agreement required under Subsection (1)(K)(i);

(iii) provides that the termination described in this Subsection (1)(k) may occur without penalty, early-

termination fee, or additional obligation to the contracting entity;

(iv) requires the vendor to acknowledge that termination under this Subsection (1)(k) does not

constitute a breach by the contracting entity; and

(v) when avendor failsto cure as required under Subsection (1)(k)(i), authorizes the state board

to direct the contracting entity to terminate the contract or terminate the contracting entity's

participation in the contract on the contracting entity's behalf; and
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(I) prohibits educational software that a vendor designs for peer-to-peer communication unless the

educational software includes an administrative control that enables an administrator to turn peer-to-

peer communication on or off.

(2) Notwithstanding the requirements of Subsection (1) the state board may allow a contracting entity

to modify the statewide data privacy agreement if the state board determines the modification to be

necessary for a contract with a specific vendor.

3

(a) A contracting entity may use administrative software without executing the statewide digital privacy

agreement.
(b) Before a contracting entity uses administrative software, the contracting entity shall execute adigital

privacy agreement that includes the requirements described in Subsection (1)(b).

(4) This part does not apply to atelecommunications carrier or internet service provider, or to any

affiliate of the telecommunication carrier or internet service provider, when acting solely as a

passive conduit for the transmission, routing, or provision of internet connectivity or network access

for software or digital services a student uses, including:

(a) thetransmission or routing of data packets;

(b) the provision of wireless or broadband connectivity:;

(c) network management, quality-of-service, cybersecurity, or fraud-prevention functions; or

(d) the provision of device-level operating systems or firmware updates that are not designed to collect,

analyze, or monetize student data.
Section 3. Section 3 is enacted to read:
53G-7-1403. Vendor -- Duties.
{®}

(@{(1)} Beforethe vendor allows acontracting entity to install, assign, or otherwise make the

educational software available for student use, the vendor shall:

(i)}{ (@)} executethe statewide digital privacy agreement; and

(ii){ (b)} subject to Section 53G-7-1407, verify that the educational software is academically
effective through self-verification or independent verification, in accordance with the process
the state board creates in Section 53G-7-1405.

{{b) {A-vendorthat-self-certifiesfor-academic-effectivenessshall:}-}
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(2) A vendor shall:

() submit to the state board a written certification that the educational software is academically

effective;
(b) comply with the rules and timelines the state board establishes under Section 53G-7-1405;
(@{(c)} provide the state board access to all records, documents, and data necessary to { complete }
comply with the {audits} monitoring requirements described in Section 53G-7-1405; and
(b){(d)} executethe statewide digital privacy agreement before providing educational software or

digital servicesto acontracting entity.

(3) A vendor may appeal afinding of nhoncompliance, issued under Section 53G-7-1405, through the
administrative process the state board establishes.
(4) A vendor-proposed privacy agreement, end-user license agreement, click-through terms, terms of

service, or substitute contract is void and unenforceable with respect to student data or student use.

(5) A vendor may not:

(a) ater, supplement, replace, or modify the statewide digital privacy agreement; or

(b) request or require that a parent or contracting entity:

(i) waive any right under this part;
(ii) agreeto arbitration that limits this part; or

(iii) accept liability limitations inconsistent with this part.
Section 4. Section 4 is enacted to read:
53G-7-1404. Contracting Entity -- Duties.
(1) A contracting entity shall:
(a) execute the statewide digital privacy agreement for any educational software the contracting entity

adoptsor continues using;

(b) unlessthe entity is contracting for an educational software that the state board has previously
approved and listed on the list described in Subsection { 53G-7-1405(1)(a){iv)} 53G-7-1405(1)(a)
(i), obtain documentation of avendor's verification of academic effectiveness, in accordance with
the timelines and rules the state board establishes under Section 53G-7-1405, before adopting or
continuing use of the educational software for an individual to:

-10-
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(i) install;

(ii) assign; or

(iii) make available for student use;

(c) submit to the state board for listing:

(i) the executed statewide digital privacy agreement required under Subsection {{1){a)} (1); and

(ii) if necessary under Subsection (1)(b), the verification documentation described in Subsection (1)(b);

and

(d) provide the state board access to all records, documents, and data necessary to { eomplete’} comply
with the {abdits} monitoring requirements described in Section 53G-7-1405.

(2) A contracting entity may:

() charge areasonable fee to avendor to administer the requirements of this section; and

(2{(b)} {A-eontractingentity-may} appeal afinding of noncompliance the state board issues under
Section 53G-7-1405 through the administrative process the state board establishes.

(3)

(a) A contracting entity that is not the state board may request a modification to the statewide data

privacy agreement in accordance with Subsection 53G-7-1402(2).

(b) Except as provided in Subsection (4)(a), a contracting entity may not alter, supplement, replace, or

modify the statewide digital privacy agreement.

4

(a) A contracting entity shall ensure that adigital privacy agreement between a vendor and a contracting

entity executed before January 1, 2028, complies with the requirements of this section before July 1,
2029.
(b) Between January 1, 2028, and July 1, 2029, a contracting entity may continue to use an existing

digital privacy agreement if the contracting entity actively works toward compliance with the

statewide digital privacy agreement.
Section 5. Section 5 is enacted to read:

53G-7-1405. State board and local education agencies-- Compliance -- Duties.

1)
(@) The state board shall:
(i) ensure that educational software is not available for use in student instruction without verifying

the software for academic effectiveness;

-11-
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(i) maintain a public list of independent evaluators that a vendor may use to verify educational

software as academically effective;and

(W{(iii)} before uly 1, 2028, create a process that allows a vendor to demonstrate academic
effectiveness through:
(A) vendor self-verification; or

(B) {third-party-} independent verification.
(b) The state board may consult software vendors for technical input regarding functionality or

implementation of the requirements of this section.

(2
(@) The state board shall:
(i) monitor {and-enferee} compliance with this section { threugh-periodie auditsof:} ;
{(A) {contracting-entities;-and}-}
{(B) {venders}}

(ii) beginning July 1, 2029, {audit-} periodically monitor each L EA{-atteast-ence-every-three
years;} to confirm that, for every educational software product students use that is not on the
state board approved list described in Subsection { (1)}(@(v)} (1)(a)(ii), the LEA has.

(A) executed the statewide digital privacy agreement; and

(B) obtained the verification documentation;and

-12 -
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{(B) {Title 53E,-Chapter9,-StudentPrivacy-and-Data-Protection;-and}-}
(iv){ (i)} issueawritten compliance report, { feltewing-each-auditreguired} when monitoring
compliance under this Subsection (2)(a), identifying:

(A) findings of compliance and noncompliance;

(B) required corrective actions; and

(C) applicable timelines for remediation.

(b) The state board may publish {audit-} findings under Subsection (2)(a) to:
(i) promote transparency; and

(i) make the public aware of compliant and noncompliant practices.

(3) If the state board finds an LEA to be out of compliance with the requirements of Section
53G-7-1404, the LEA shall:
(a) discontinue use of the noncompliant educational software;

(b) remedy the source of the noncompliance; and

(c) implement a corrective-action plan to prevent future violations.
(4) The state board shall provide:
(a) technical guidance and transition support to contracting entities and vendors regarding the transition

to the statewide digital privacy agreement and academic effectiveness reguirements; and

(b) implementation timelines and instructions necessary for contracting entities to achieve compliance.

(5) The state board may prioritize technical guidance and transition support for:
(a) vendors executing digital privacy agreements with multiple contracting entities;

(b) statewide or consortium contracts; or

(c) software with known privacy, safety, or effectiveness concerns.

(6) AnLEA may not use software other than educational software in a public school for instruction of a
student.
(7) Beforean LEA entersinto adigital privacy agreement with avendor for educational software, the

LEA shall ensure that the digital privacy agreement meets each of the requirements of the statewide
digital privacy agreement the state board creates under Section 53G-7-1402.

(8) An LEA shall:

(a) provide a parent, annually, with alist of al educational software products:

(i) for which the vendor has executed a statewide digital privacy agreement;

-13-
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(ii) for which avendor has completed the verification of academic effectiveness required under Section
53G-7-1403; and
(iii) that the LEA may assign, require, recommend, or otherwise made available for student use during

the upcoming school year;
(b) ensure that the list described in Subsection (8)(a) includes, at minimum:
(i) the product name and vendor;

(ii) the educational software's primary instructional purpose;

(iii) alink to the educational software's statewide digital privacy agreement; and

(iv) except as provided in Section 53G-7-1407, alink to the academic effectiveness verification a
vendor is required to produce under Section 53G-7-1403;

(c) publish the list described in Subsection (8)(a) on the LEA's public website;and

(d) update the list described in Subsection (8)(a) { within-10-businessdaysof-} with any addition or

removal of an educational software product{:} .

(9) In accordance with Title 63G, Chapter 3, Utah Administrative Rulemaking Act, the state board shall
make rules to implement the requirements of this part, including rules to:

(a) create a statewide digital privacy agreement;

-14 -
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(b) create an administrative process for a parent to submit a complaint in accordance with Section
53G-7-1406;
(c) create aprocess for vendors and contracting entities to appeal afinding of noncompliance;

(d) before January 1, 2028, create a process for ensuring all educational software is academically

effective, including:

(i) classifying software based on whether the softwareis:

(A) student-facing and if the student uses the software directly for instruction, practice, assessment,

feedback, communication, collaboration, accessibility, or other learning-related interaction; or

(B) used solely for administrative or technical infrastructure functions;

(ii) requiring evaluation of educational software within each classification and establishing

classification-specific methodologies or evidentiary standards for determining whether educational

software provides, enables, or supports:

(A) activelearning;
(B) skill development; or
(C) academic progress; and
(iii) creating the verification process described in Subsection { {()}{@(w)} (1)(a)(iii);
(e) create standards and a process for approving and listing the educational software described in
Subsection { {X}{a}(v)} (1)(a)(ii);and
{(f) {create and maintain the master i
{{g) {conductthe-auditsrequired-under-Subsection(2)(a);-and}-}
(h){(f)} create aprocess for receiving and responding to complaints a parent submits under Section
53G-7-1406.
Section 6. Section 6 is enacted to read:
53G-7-1406. Complaints -- Enfor cement.

(@]
(a) A parent may submit awritten complaint to the state board alleging:

(i) acontracting entity using educational software without executing a statewide digital privacy

agreement;
(i) acontracting entity using educational software without being verified as academically effective;

or
(iii) avendor's violation of the statewide digital privacy agreement.

-15-
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(b) Upon receiving a complaint described in Subsection (1)(a), the state board shall consult with the
Office of the Attorney General to:
(i) review the complaint;

(ii) determineif aviolation has occurred;

(iii) notify the parent of the determination; and

(iv) take appropriate enforcement action under this part if noncompliance is found.

(2) A court shall award the Office of the Attorney General reasonable attorney fees, court costs, and

investigative expenses incurred in an action under this part.
Section 7. Section 7 is enacted to read:
53G-7-1407. Provisional software.
(1) Notwithstanding Subsection 53G-7-1403(1)(a)(ii) and before July 1, 2028, a vendor may make
educational software available for use to a contracting entity on a provisional basis for up to 24

months from the initial deployment of the softwareif:

(a) the vendor submits a verification plan to the contracting entity before the educational softwareis

made available for student use, including:

(i) aproposed methodology for demonstrating academic effectiveness;

(ii) atimeline for completion of verification of academic effectiveness; and

(iii) interim measures to assess active learning, skill development, or academic progress in the intended

subject area; and

(b) the vendor demonstrates to the contracting entity that the educational software:

(i) alignswith state core education standards; and

(ii) meets an educational purpose.

(2) A student may not use educational software made available under Subsection (1)(a) without consent
from the student's parent.

(3) A contracting entity shall notify a student's parent of:

(a) theimplementation of educational software on a provisional basis in accordance with Subsection (1)

a); and
(b) the consent required to use the educational software under Subsection (1)(b).
(4) During the provisional period described in Subsection (1)(a), the contracting entity and vendor

shall collect data necessary for academic effectiveness verification in accordance with the statewide

digital privacy agreement.
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462 Section 8. Effective date.
Effective Date.
This bill takes effect on July 1, 2026.
3-5-26 1.37 PM
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